IBM Security

Highlights
*» Fast, easy installation for rapid return on investment

» Assures multiple layers of built-in security with easy
access management for IT admins, robust segregation
of role-based duties and military-grade AES 256-bit
encryption

» Easy scalability across the global enterprise with
extensible, customizable controls

IBM Security
Secret Server

IBM Security Secret Server protects privileged
accounts from hackers and insider threats, helps
ensure compliance with evolving regulations, and
allows authorized employees to seamlessly gain
access to the tools and information they need to
drive productivity. Easily detect, manage and audit
privileged accounts, and control which applications
are permitted to run on endpoints and servers to
prevent malicious applications from penetrating the
environment.

IBM Security Secret Server delivers several
unique advantages:

e Discover all instances of privileged user and
application accounts across the enterprise

e Securely store privileged credentials in a vault,
with check-in and check-out functionality

e Automatically rotate passwords when needed
i.e. after every use, at regular intervals, or
when employees leave

e Create reports to demonstrate compliance

e  Control what admins can do with privileged
accounts

¢  Control endpoint application privilege
escalation by revoking or limiting privileges
among IT admins and business users

e  Stop malware at the endpoint

e  Prevent unauthorized use of privileged
accounts while removing or limiting privilege

escalation

e Record and monitor privileged session activity
for audit and forensics

e Enforce least privilege policies on endpoints



IBM Security

Next-Generation Privileged Account Management

IBM Secret Server protects privileged accounts from abuse and misuse and enables organizations to
enforce least privilege policies and control applications to reduce the attack surface. IBM Secret Server is
fast to deploy, easy to use and scalable for the enterprise.
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Discover all instances of privileged user and application accounts across the enterprise and
securely store privileged credentials in a vault.



For more information
To learn more about this offering, contact your IBM
representative or IBM Business Partner.
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